IT Security Program

1. City of Albuquerque Information Technology Security Framework (ITSF):  

The purpose of this document is to outline a security framework for the City of Albuquerque Information Technology Services (ITSD) Administrative staff for network computer security.  The purpose of this security framework is not intended to be a technical statement on the implementation of these, but rather a set of administrative guidelines to set the technical direction.  

2. Policies and Standards:
All ITSD Security Policies and Standards can be found at the following location. 

http://alameda.cabq.gov/cityapps/policy.nsf/WebPoliciesI?OpenForm&Start=1&Count=20&Expand=5&Seq=7 

3. CAANES Security Assessment:  Risk assessment conducted in February 2012

4. Security Communication Plan: 

[bookmark: _GoBack]The goal of the City of Albuquerque Information Security Program is to increase the awareness of the workforce through a security awareness program.  Security awareness is a single component of a larger security program. It is with security awareness, that a successful security program can be achieved.   The Security Awareness Communications Plan is to provide the roadmap for how this communication will be carried out. 

5. Security Awareness:
The ITSD Cyber Security Eweb site can be found at the following location:  http://eweb.cabq.gov/cybersecurity/default.aspx 

6. Security Gap Analysis:  
The security gap analysis is designed to identify the Information Technology security gaps in the City of Albuquerque infrastructure from July 2013.  The gap analysis is developed to: 

(a) Call attention to inconsistencies between the City of Albuquerque Information Technology Security Framework (ITSF) and the current environment and, 
(b)  Identify what is needed to align the current environment with the Information Technology Security Framework to best protect the City of Albuquerque infrastructure and resources.  

